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Pa3padoruukmu:
[Tpenonasarens kadenpsl MHGOpMAIIIOHHO-U3MEPUTEIBHBIX CUCTEM
ITyunn B. A.

ITpenonasarens kadenpsl MHGOpMAIIOHHO-U3MEPUTEIBHBIX CUCTEM
ITuckapes A. /1.

@DOH/| OLICHOYHBIX CPEICTB MO TUCIUILIMHE (MOIYIIO) COCTABIE€H B COOTBETCTBHH C TPEOOBaHHUSIMHU
®I'OC BO mo mHampaenenuto mnoxarotoBku 10.03.01 WMuadbopmanronHas 0e30MacHOCTS,
YTBEPKJACHHOTO MpukazoM MuHoOpHayku ot 17.11.2020 Ne 1427

CormnacoBaHue U yTBEPKACHUE

OTBETCTBEHHOE ara, IPOTOKOJI
Ne | [Togpaznenenue OUO Buza A p
JIALIO (Ipu HaNMUYUN)
1 taxymbrer [Ipencenarens Marepyxus A. B. Paccmorpeno | 14.12.2023, Ne
Teonnopmarikn u | yyeyoro cosera 7-23
HHGOPMAITMOHHOM
6e3omacHOCTH (axynbrera




1. IlmanupyemMble pe3yabTaThbl 00y4eHUs, COOTHECEHHbIE ¢ IJIAHUPYEeMbIMH Pe3yJIbTaTaMHI
0CBOEHHSI 00pa30BaTeJIbHOI MPOrpaMMbl

OIIK-1 CmnocobeHn oneHuBaTh poib HHGOpMAIMK, HWHHOPMAIMOHHBIX  TEXHOJOTUHA |
nH(pOpMaAIMOHHOW 0€30MacHOCTH B COBPEMEHHOM OOIIECTBE, WX 3HAYCHHE ISl 00CCTICUCHUS
00BEKTUBHBIX TOTPEOHOCTEN JIMYHOCTH, OOIIECTBA U TOCYIapCTBA

OIIK-1.1 IlpumeHsieT 3HaHUSI MAaTEMATUKX B MTHKEHEPHON MPAKTUKE MTPU MOACIMPOBAHUU
3namo:
OIIK-1.1/31]1 oCHOBBI MareMaTH4ecKOro aHajliu3a M MOJAEIHPOBAHUS, UCIIOIb3yEeMbIe B
UH(POPMAITMOHHON 6€30MaCHOCTH

OIIK-1.1/3H2 mpUHIMITEI TEOPETUYECKOTO W IKCIEPUMEHTATHHOTO UCCIICIOBAHUS IS
OIICHKH 0€30MacHOCTH WH(OPMAITMOHHBIX CUCTEM

Ymems:

OIIK-1.1/¥YM] mpumeHSTH, MaTeMaTHUYECKHWE METONbI JJIsS aHajlu3a W OIEHKH PUCKOB
nH()OPMAITMOHHON 0€30MTaCHOCTH

Braoems:

OIIK-1.1/HBl wuHCTpyMEHTaMH MaTe€MaTH4YeCKOro aHaJlu3a W MOACITHPOBAHUA IS
perieHus 3a1a4 nHGOPMAITMOHHOM 0e301macHOCTH

OIIK-1.1/HB2 MeTomamMu TPOBENEHUS TEOPETUYECKHUX M  SKCIEPUMEHTAIBHBIX
UCCIIeIOBaHU B 00JacT MHPOPMAITMOHHON 6€30acCHOCTH

OIIK-1.2 ITpuMeHsieT 3HaHUS €CTECTBEHHBIX HAYK B MH)KEHEPHOM MPAKTUKE
3uamo:

OIIK-1.2/311 oCHOBHBIC 3aKOHBI M KOHIICHIIMH C€CTECTBEHHBIX HAyK, MPUMEHHMBIC K
nH()OPMAITMOHHON 0€30MaCHOCTH

Ymems:

OIIK-1.2/¥Mm1 ucnons30BaTh €CTECTBEHHOHAYYHBIC 3HAHUS IS aHAIM3a YS3BUMOCTEH B
UH(POPMAITMOHHBIX CUCTEMAX

Braoems:

OIIK-1.2/HB1 MeTomaMu HHTETPAIMN €CTECTBEHHOHAYYHBIX 3HAHUH JJI PEIICHUS 3a]1a9
nH()OPMAITMOHHON 0€30MTaCHOCTH

OIIK-1.3 IIpumensieT oOenHKEHEPHBIC 3HAHNS, B MH)KCHEPHON JCATEIHHOCTH
3namo:
OIIK-1.3/3u]1 mnpunmmnel pabOThl WHXEHEPHBIX CHCTEM, CBS3aHHBIX C 3aIIUTOU
UHPOpMAITIH
Ymemo:

OIIK-1.3/YM] npuMeHSTHh OOIIEHH)KEHEPHBIC TPUHITUIIBI TIPH pa3paOOTKE WU BHEIPCHUH
CHCTEM 3aIIUTHI HHPOPMALTUU

Bnaoemw:
OIIK-1.3/HB1 HaBbIKaM# MEXIUCIUILTMHAPHOTO MOAX0AA K 3alIUTE HHPOPMAITIH

2. Iloka3aresid 1 KPUTEPUH OLIECHUBAHUSI KOMIIETEHIIH

[TInmanupyemele YpoBeHb Kpurepuu oniennBanus (nepedeHb cPOPMUPOBAHHBIX
pe3yJIbTaThl OCBOCHUS |OBJIAICHUS NJIK/3YB no ypoBHSIM OCBOCHHS)
MIPOTPAMMBI




OIIK-1 Cnocoben
OILICHUBATh POJIb
uHpOpMaLuH,
MH(POPMALIMOHHBIX
TEXHOJIOTUM 1
MH(POPMALTMOHHON
0€30I1aCHOCTH B
COBPEMEHHOM
o011ecTBe, NX
3HAUCHHUEC IS
obecrnieueHuUs
00BEKTUBHBIX
noTpedHOoCTEH
JIMYHOCTH, 0OIIECTBa
Y TOCYZIapCcTBa

I1oBEBIIIIEHHBIN

NJK OIIK-1.1 IlpumeHseT 3HaHUsI MaTEMATUKH B
WH)KEHEPHO! MPAKTHUKE MPU MOJAECTUPOBAHUUI

3HaThb:
OIIK-1.1/381 0CHOBBEI MaTeMaTHYECKOTO aHAIN3a U
MOJICTTUPOBAHMS, HCTIOIB3yeMbI€ B HH(POPMAIIMOHHOM
0e30IacCHOCTH
OIIK-1.1/3H2 npUHIUIIEI TEOPETUIECKOTO U
AKCIIEPUMEHTAIBHOTO UCCIIEIOBAHMS JIJIS1 OTICHKU
0e30macHOCTH WH()OPMAITMOHHBIX CUCTEM

VMmeTs:
OIIK-1.1/YM] npuMeHSATH MaTEMAaTHUECKUE METOJIBI JIJIS
aHaJu3a U OIEHKH PUCKOB MH(OPMAIIMOHHON
0e30IacCHOCTH

Bnanets:
OIIK-1.1/HB1 mHCTpyMEHTaMH MaT€MaTUYECKOTO aHAIN3a
Y MOJICTTUPOBAHMS JIJIs1 PEIICHUS 3a71a4 HH()OPMAITMOHHOM
0e30IacCHOCTH
OIIK-1.1/HB2 MeTomamMu MpOBEACHUS TEOPETUUECKUX U
AKCIIEPUMEHTAJIBHBIX MCCIICIOBAaHUHN B 00aCTH
nH(OPMAITMOHHON 0€30MTaCHOCTH

NJK OIIK-1.2 ITpuMmeHseT 3HaHUs €CTECTBEHHBIX HayK B
WHXCHEPHOU MTPAKTUKE

3HaTh:
OIIK-1.2/311 oCHOBHBIE 3aKOHBI U KOHIIEITIIAU
€CTECTBEHHBIX HayK, MPUMEHUMbIC K HH()OPMAIMOHHON
0e30IMacHOCTH

YMeTh:
OIIK-1.2/¥Mm1 ucnonb30BaTh €CTECTBEHHOHAYYHbIE
3HAHUS JUTS aHAJN3a YSA3BUMOCTEH B MH(OPMAIIMOHHBIX
cHucTeMax

Bnanets:
OIIK-1.2/HB1 meTonaMu UHTETpauu
€CTECTBEHHOHAYYHBIX 3HAHUH JIJIS pEIICHHS 3a/1a9
UH(POPMAITMOHHOW 0€30MaCHOCTH

MK OIIK-1.3 IIpumensieT oOmenHKeHepHbIe 3HAHUS, B
UHXCHEPHOU JNEeATEIbHOCTH

3HaTh:
OIIK-1.3/3u1 npunImnbe! paboThl HHXEHEPHBIX CHCTEM,
CBSI3aHHBIX C 3AIIUTON MHPOPMAITIH

YMmeTs:
OIIK-1.3/¥YM] npuMeHSATH 0OLIEMHKEHEPHBIE TPHHLIUTIBI
npu pa3paboTKe U BHEJPEHUH CUCTEM 3aIHUTHI
UHPOpMAITIH

Bnagers:
OIIK-1.3/HB1 HaBBIKAMH MEXAUCIUTLTMHAPHOTO MOIXO0/A
K 3a1mre HHpopMaIuu




bazosniit

MK OIIK-1.1 IlpumeHsieT 3HaHUs MaTEMAaTUKU B
WH)XEHEPHOW NIPAKTHUKE NTPU MOAEITUPOBAHUU

3HaThb:
OIIK-1.1/3H2 npuHIMITBEI TEOPETUYECKOTO U
HKCIIEPUMEHTAIILHOTO UCCIIEIOBAHUS JJIsl OLICHKU
0e30MmacHOCTH HHPOPMAITMOHHBIX CHCTEM
OIIK-1.1/311 0CHOBBEI MaTEMAaTHYECKOTO aHAIN3a U
MOJICITUPOBAHHUS, UCTIONIB3yEeMbIE B MHPOPMAIIHOHHOM
0e30ImacHOCTH

YMeTh:
OIIK-1.1/¥YM] nmpumMeHSITh MaTEMaTHYECKHE METOIBI JJIS
aHaJM3a U OIICHKU PUCKOB HHPOPMAITHOHHOM
0e30IMacHOCTH

NJK OIIK-1.2 IIpumeHseT 3HaHusI €CTECTBEHHBIX HAyK B
WH)XEHEPHOU MPAKTUKE

3HaThb:
OIIK-1.2/381 0ocCHOBHBIE 3aKOHBI M KOHIEIIIUN
€CTECTBEHHBIX HayK, MPUMEHHUMbIC K HHPOPMAIIMOHHOMN
0e30IacCHOCTH

VMeTs:
OIIK-1.2/¥YM1 ucnons30BaTh €CTECTBEHHOHAYYHBIC
3HAHMS IS aHAJIM3a YSI3BUMOCTEH B MH(DOPMAITMOHHBIX
CHCTEMax

NJIK OIIK-1.3 IIpumensieT oOmenHKeHepHbIC 3HAHUS, B
WH)XEHEPHOU AESITeIbHOCTH

3HaTh:
OIIK-1.3/311 npuHIUIIE pabOTHl HHKEHEPHBIX CUCTEM,
CBSI3aHHBIX C 3alIUTON MHPOPMAIIH

YMerTsb:
OIIK-1.3/YM] npuMeHSTh OOIIEHHKCHEPHBIC TTPUHITUTIBI
pu pa3paboTKe U BHEAPEHUHU CUCTEM 3aIUThI
uHbopmaIu

[ToporoBbiii

MK OIIK-1.1 IlpumeHsieT 3HaHNs MaTEMAaTUKU B
WH)XEHEPHOW NPAKTUKE NTPU MOAEIUPOBAHUU

3HaThb:
OIIK-1.1/3H2 npuHIMITBEI TEOPETUYECKOTO U
HKCIIEPUMEHTAIILHOTO UCCIIEIOBAHUS JJIsl OLICHKU
0e30macHOCTH HHPOPMAIIMOHHBIX CHCTEM
OIIK-1.1/311 0CHOBBEI MAaTEMAaTHYECKOTO aHAIN3a U
MOJICITUPOBAHHUS, UCTIOTB3yEeMbIE B MHPOPMAIIHOHHOM
0e30IMacHOCTH




NJK OIIK-1.2 ITpuMeHseT 3HaHUs €CTECTBEHHBIX HayK B
WHXCHEPHOU MTPAKTUKE

3HaThb:
OIIK-1.2/311 oCHOBHBIE 3aKOHBI U KOHIIEITIIAU
€CTECTBEHHBIX HayK, MPUMEHUMbIC K HH()OPMALIMOHHON
0e30IacHOCTH

MK OIIK-1.3 IIpumensieT oOmenHKeHepHbIe 3HAHUS, B
UHXCHEPHOU JNEeATEIbHOCTH

3HaTh:
OI1IK-1.3/31]1 npunImnb! paboThl HHXEHEPHBIX CHCTEM,
CBSI3aHHBIX C 3AIIUTON MHPOPMAITIH

3. [IIxajga oneHUBaHUSA

OrueHka

Kpurepuu onennBanus (nepeuess copmupoBanabix MIK/3YB)

OTIn4HO

OIIK-1.1 ITpumeHsieT 3HaHUs MaTEMAaTUKN B MH)XEHEPHOU IIPAKTHUKE NTPU
MOJIETTUPOBAHUH
OIIK-1.1/311 0CHOBBI MaTeMaTHYECKOTO aHAJIN3a U MOICITUPOBAHUS,
UCTIOJIb3yeMble B MH(OPMALIMOHHOM 6e301acHOCTH
OIIK-1.1/3H2 npuHIMIIBI TEOPETUYECKOTO U IKCTIEPUMEHTAIBHOTO UCCIIEIOBAHHUS
JUTSL OTICHKH 0€301acCHOCTH HH(POPMALIMOHHBIX CHCTEM
OIIK-1.1/¥YM] nmpumeHSTh MaTeMaTHYECKHE METOIBI JJIsI aHAIH3a U OICHKU
pUCKOB HH(DOPMAITMOHHON 0€30MIaCHOCTH
OIIK-1.1/HB1 uHCTpyMEHTAaMH MaTEeMaTHYECKOTO aHAIM3a U MOACIHUPOBAHUS TS
perieHus 3a1a4 nHGOPMAITMOHHOM 0€301macHOCTH
OIIK-1.1/HB2 meTogamMu poBeICHHUS TEOPETUYECKUX U IKCIIEPUMEHTATBHBIX
UCCIeIOBaHU B 00JacT MHPOPMAITMOHHON 0€30aCHOCTH

OIIK-1.2 [TpumeHsieT 3HaHusI €CTECTBEHHBIX HAYK B MHKEHEPHOU
MPaKTHUKE
OIIK-1.2/311 ocHOBHBIE 3aKOHBI U KOHIIETIIIUN €CTECTBEHHBIX HAYK, IPUMEHUMBIC
K MHPOPMAITMOHHOM 0€30MMacHOCTH
OIIK-1.2/¥YM1 ucnons30BaTh €CTECTBEHHOHAYYHBIC 3HAHUS JIJIs aHATIN3a
ySI3BUMOCTEH B MH(POPMALIMOHHBIX CHCTEMaX
OIIK-1.2/HB1 MeTomaMu HHTETpaIi €CTECTBEHHOHAYYHBIX 3HAHUH IS PEIICHUS
3a/1a4 MHPOPMAITMOHHOW 0€301MaCHOCTH

OIIK-1.3 IIpumensieT oOIenH)EHEPHBIC 3HAHUS, B MH)KCHEPHON
JEeSITeIbHOCTH
OIIK-1.3/311 npuHIUIIBE pabOTHl HHKEHEPHBIX CUCTEM, CBSI3AHHBIX C 3aITUTON
uHdopmaru
OIIK-1.3/YM] npuMeHsTH 00MIENHKEHEPHBIC TPUHITUIIBI TIPU Pa3pabOTKe U
BHEAPEHUU CHCTEM 3aIUThl HH(OPMAIIUU
OIIK-1.3/HB1 HaBBIKaMH MEXIUCIHUILTMHAPHOTO MOAX0/A K 3aIUTe HHPOpMAIUn




Xopo1o OIIK-1.1 ITpumeHseT 3HaHUs MaTEMAaTUKN B MH)XEHEPHOU IIPAKTHUKE NIPU
MOJEJIMPOBAHNUN
OIIK-1.1/311 0CHOBBI MaTeMaTHYECKOTO aHATN3a U MOJICITUPOBAHUS,
UCTIOJIb3yeMble B HH(OPMALIMOHHOM 6e301MacHOCTH
OIIK-1.1/3H2 npuHIMIIBI TEOPETUYECKOTO U IKCTIEPUMEHTAIBHOTO UCCIIEIOBAHUS
JUISL OLIEHKU 0€301acHOCTH WH(POPMALIMOHHBIX CUCTEM
OIIK-1.1/¥YM] nmpumeHSTh MaTeMaTHYECKHE METOIBI JJIsI aHAIH3a U OICHKU
pUCKOB HH(DOPMAITMOHHON 0€30MIaCHOCTH

OIIK-1.2 ITpuMeHseT 3HaHUs €CTECTBEHHBIX HAyK B MH)KEHEPHOMN
NPaKTUKE
OIIK-1.2/311 ocHOBHBIE 3aKOHBI 1 KOHLICTIIIUH €CTECTBEHHBIX HAayK, TPUMEHUMBIE
K UH(POPMAITMOHHON 6€30MaCHOCTH
OIIK-1.2/¥YMI1 ucnonb30BaTh €CTECTBCHHOHAYYHBIE 3HAHUS JIJIsl aHAIIA3A
yA3BUMOCTEH B HH(OPMALIMOHHBIX CHCTEMAax

OIIK-1.3 IIpumensieT oOLIenH)EHEPHBIC 3HAHNS, B MH)KCHEPHON
JEeSITeIbHOCTH
OIIK-1.3/311 npuHIUIIBE pabOTHl HHKEHEPHBIX CUCTEM, CBSI3AHHBIX C 3aITUTON
uHdopmaru
OIIK-1.3/YM] nmpuMeHsTH 00MIENHKEHEPHBIC TPUHITUTIBI TIPU Pa3pabOTKe U
BHEAPEHUU CUCTEM 3aIUThl HH(OpMAIUU

VYnosnerBopure OIIK-1.1 ITpumeHseT 3HaHUs MaTEMAaTUKN B MH)XEHEPHOU IIPAKTHUKE NIPU
JIBHO MOJIETUPOBAHUU
OIIK-1.1/311 oCHOBBI MaTeMaTHYECKOTO aHATN3a M MOICITUPOBAHUS,
UCTIOJIb3yeMble B MH(OPMALIMOHHOM 0e301acHOCTH
OIIK-1.1/3H2 npuHIMIIBI TEOPETUYECKOTO U IKCTIEPUMEHTAIBHOTO UCCIIEIOBAHUS
JUTSI OTICHKH 0€3011acCHOCTH HH(POPMALIMOHHBIX CHCTEM

OIIK-1.2 [TpumeHsieT 3HaHUsI €CTECTBEHHBIX HAYK B MHKEHEPHOU
MPAKTHUKE
OIIK-1.2/311 ocHOBHBIE 3aKOHBI U KOHIIETIIIUN €CTECTBEHHBIX HAYK, IPUMEHUMBIC
K MHPOPMAITMOHHOM 0€30MMacHOCTH

OIIK-1.3 IIpumensieT oOIenH)EHEPHBIC 3HAHUS, B MH)KCHEPHON

JEeSITeIbHOCTH
OIIK-1.3/311 npuHIUIE pabOTHl HHKEHEPHBIX CUCTEM, CBI3AHHBIX C 3aITUTON
uHdopmaru

Heynosne- Pesynbrarel 00yueHust He cOpMUPOBAHBI HA TOCTAaTOYHOM YPOBHE

TBOPUTEIHHO

4. KoHTpOJIbHbIE MEPONPUSATHUS MO TUCHUTIINHE

Bun xonTposns ®dopma koHTPOIIs1/O1IEHOYHOE CPENCTBO

Texymuit koHTposib | TecTupoBanue

IIpomexyTouHas OK3amMeH
arTecranus
Bua koHTpOJISI/ HCOIB3yeMble
Ne KonTpoaupyem
HanMenoBanue pasieia POHPY OLICHOYHBIE MAaTePHAJIbI
n/n bl¢ I/II[K - IIpomexyT.
Texymmi
arTrecranus
1 |[Uudbopmammonnas 6e3omacaocts |OITK-1.1 DK3aMeH

B CUCTEME HAIIMOHAIBLHOMN OIIK-1.2

6e3omnacHocTu Poccuiickoit OIIK-1.3

denepanuu




2 |Wudopmannonnas Boiina, metoasl [OITK-1.1 OK3amMeH
U CPEICTBA €€ BEACHUSA OIIK-1.2
OIIK-1.3

3 |O6ecneuenns napopmanuonnoit |OITK-1.1 TectupoBanue DK3aMeH
0€30MacHOCTH KOMITBIOTEPHBIX OIIK-1.2
CUCTEM OIIK-1.3

5. Ilopsaaok nmpoBeeHusI MPOMEKYTOUYHOM aTTeCTAIUMN

[lopsnox mpoBeeHMsT NPOMEKYTOUHOM  arTecTalluyd PENIaMEHTHPYETCS  JIOKaJIbHBIMU
HOPMaTUBHBIMU aKTaMU YHHUBEpPCUTETA:
- Ilonoxenuem o Qopmax, NEPUOJUYHOCTH, TOPAIKE TEKYIIEro KOHTPOJIS YCIIEBAEMOCTH H
NPOMEXKYTOYHON aTTecTaui OOy4aroIuXcsi 10 OCHOBHBIM 00pa30BaTelIbHBIM IpOrpaMMaM
BBICIIIETO O0pa3oBaHMsA — MporpaMmaM OakajiaBpuaTa, HMporpaMMaM CHEIHAIUTETa, MporpaMmmamM
MarucTpaTypbl B QenepaJbHOM TOCYIapCTBEHHOM OIODKETHOM 00pa30BaTeIbHOM YUPEKIACHUU
BbICIIET0 00pa3oBaHusa «MOCKOBCKHI TOCYJapCTBEHHbIN YHHBEPCUTET T'€OJE3UU U KapTorpadum,
1.6 «Opranu3zanus 1 NpoBeIeHUE MPOMEKYTOUHOM aTTECTALUN.
- TlonoxxeHneM O MOpPSAKE OCYLIECTBICHHS 00pa30BaTEIbHOTO IMPOLECca, MPOBEICHHS TEKYIIETo
KOHTPOJII YCIIEBAEMOCTH U TMPOMEXKYTOUHOW arTecTaluyd OOydalomMxcs C INPUMEHEHHEM
SNIEKTPOHHOTO OOyYeHUS W AMCTAHIMOHHBIX OOpa30BATENIbHBIX TEXHOJIOTUH B (eaepaibHOM
TOCYIJapCTBEHHOM  OIO/[DKETHOM  00pa30BaTebHOM  YUPEKACHWU  BBICIIETO  0Opa30BaHMSA
«MOCKOBCKHI TOCYIapCTBEHHBI YHUBEPCUTET Teofe3uu M Kaprorpadpum», 1n.8 «IIpoBenenue
IIPOMEXKYTOYHOM arrectauuu ¢ npumeHenuem 20 u JOT».

Ilpomesxcymounas ammecmayus.: Ixk3amen, 1 cemecmp.

DK3aMeH OLIEHUBAETCS [0 IMATHOAIIFHON HIKAJIE:

- 3aYTEHO C OLEHKOW «OTJIMYHO» BBICTABISETCS, €CIM OOydYaroluiics HuMeeT DIyOoKue,
MCYEPIIBIBAIOIINE 3HAHUS B O00bEME OCBOCHHOW IMPOTpaMMBI; 3HAHHE OCHOBHOW (00s3aTelbHON)
JUTEpaTypbl; JaeT MpaBUJIbHBIE M YBEPEHHbIE OTBETHI, CBHUJIETEILCTBYIOIINE O HAJIWYUHM TBEPABIX
3HAHUW U HAaBBIKOB B HCIOJIb30BAaHUM TEXHUYECKUX CPEACTB; IMOJHOE, YETKOe, I'PaMOTHOE U
JIOTUYECKH CTpPOHHOE M3JIOKEHHE MaTepuajna; JEMOHCTPUpPYEeT CBOOOAHOE MpPHUMEHEHHE
TEOPETUYECKUX 3HAHUM MPHU aHaU3€e MPAKTHUECKUX BOMPOCOB;

- 3aUTEHO C OIICHKOM «XOpOIIO» BBICTABISAETCA OOydaroleMycsl B Cllydae COOTIONEHUS TeX XKe
TpeOOBaHUM, HO HAJUYUU B OTBETE OOYYaIOLIErocs MO HEKOTOPHIM MEPEUUCICHHBIM MOKa3aTelsM
HEJOCTAaTKOB MNPUHLHUIIKATLHOTO XapaKTepa, 4YTO BbI3BIBACT 3aMEUYaHMs WJIM IONPaBKU
MIpero1aBaTeis;

- 3a4TEHO C OLICHKOH «yIOBJIETBOPUTEIHLHO» BBICTABISETCS 00ydaromeMycs B ciiydae COOMIOIeHUS
TeX e TpeOOBaHUM, HO B ClIydyae HaJWYMsI B OTBETE OIIMOOK, HEOOXOJUMOCTH CYIIECTBEHHOM
MTOMOIIM B BH/JIE TIONIPABOK M HABOJAIIUX BOIPOCOB MPEIoaBaTes;

- HE 3a4TEHO («HE YIOBJIETBOPHUTEIBHO») — OOYJAIOIIUIICS HE CMOT OTBETUTH Ha 2/3 BOIPOCOB; HE
CIPaBWJICS C MPAKTUYECKUM 3aJaHUEM WIIH BBIITOJIHEHO MeHee 50 % MpakTU4eCKUX 3aJaHuu.

6. OneHo4YHbBIC MaTepHAJIbl TEKYLET0 KOHTPOJIS

Pazoen 3. Obecneuenun unghopmayuoHHoll 6€30NACHOCMU KOMRbIOMEPHBIX CUCHEM
Koumponupyemwie H/IK: OIIK-1.1 OIIK-1.2 OIIK-1.3

Tema 3.1. Memoowvr u cpedcmsa obecneyeHus UHGOPMAYUOHHOU OE30NACHOCMU KOMIbLIOMEPHLIX
cucmem

®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. OcHOBHBIE TPUHITUTIEI HHPOPMAITMOHHOMN 0€30MaCHOCTH:

1) KonduneHimanbHOCTD, IIEIOCTHOCTb, JOCTYITHOCTh
2) KorduneHmanpbHOCTh, ayTCHTUYHOCTb, JOCTYTHOCTh




3) KonduneHnanbHOCTD, 1IEI0CTHOCTh, AKTYaTbHOCTh
4) IlenocTHOCTD, JOCTYITHOCTD, OTKa30yCTOMYMBOCTh

2. Yto sBIAETCS OCHOBHOM II€JIbIO0 ATAKU THUIA COI[MATIbHON UHKEHEPUU?

1) OO6xom TeXHHYECKHX CpPEICTB 3aIluThl (OpaHAMay’poB, AHTUBUPYCOB) IIyTEM B3JioMa
ysizBumocteit 110.

2) MaHumyAsIus JTIOIBMU C [ENbI0 TOMy4YeHUs] KOH(PHUIeHITHAThHON HH(OPMAIIUU WIH COBEPILICHUS
ONPENEIICHHBIX ICUCTBUMN.

3) 3apaxxeHne KOMIIbIOTEpOB BpenoHOCHBIM 10O uepe3 ysa3BUMOCTH B ONIEPALIMOHHON CUCTEME.

4) Kpaxka ¢usnueckux Hocutesne nHpopManuu (KECTKUX TUCKOB, (IeleK).

3. Kak Ha3bIBaeTCsi TEXHHMKA COLMAIBHON HMHXXEHEPUH, MPU KOTOPOU 3JIOYMBIIIJIEHHUK
3apaHee MPHUIYyMbIBAET MPaBIONOAOOHBIA ClieHapuil (JIereHay) AJisi YCTAHOBJIECHHUS JOBEpUs H
nosyueHus: uHpopmaruu?

1) @ummnr (Phishing)
2) KBu mpo kBu (Quid pro quo)
3) IIperekctunr (Pretexting)
4) baiitunr (Baiting)
4. Yro o3navaet npuHUHUI "L{enocTHOCTE" B KOHTEKCTE MHPOPMAITMOHHON 6e30macHOCTH?
1) OGecnieuenue Toro, YTo HHMHOPMAITUSI AOCTYITHA TOJIBKO TEM, KTO UMEET Ha ATO MPaBo.
2) OOGecmeueHne TOro, 4Yro HH(POpPMAIUsA SBISETCSA TOYHOW, TOJHOM U 3aIlWIICHHOW OT
HECAaHKIIMOHUPOBAHHOTO WJIH CIy4YaltHOTO U3MEHEHUSI.
3) OGecmnieueHue TOro, 4to MHGOpPMAIUS U CUCTEMBI JOCTYIHBI aBTOPU30BAHHBIM IOJIH30BATEISIM,
KOTIIa 3TO HEOOXOAMMO.
4) 3ammra uHbOpMAIMM OT HMCKa)KEHUS WM IOTEpU MpH Iepenade MO KaHajaMm CBS3M M3-3a
TEXHUYECKHUX TTOMEX.

5. Kakas araka HampaplieHa Ha HapyIICHWE NPUHIMIA JOCTYIMHOCTH ITyTeM Meperpy3Ku
IIEJIEBOTO pecypca (cepBepa, CeTH) OTPOMHBIM KOJTHYECTBOM 3aIPOCOB, Jeiasi ero HeAOCTYITHBIM ISt
JIETUTUMHBIX ITOJIb30BaTeIen?

1) @ummnr (Phishing)

2) Buenpenne SQL-xoma (SQL Injection)

3) Otka3z B obcmyxuBanuu (DoS / DDoS araka)

4) Yenosek nocepeanne (Man-in-the-Middle, MitM)

Tema 3.2. Mexanuzmul 3auumsi uHgopmayu 6 a8BMoMamu3UPOSAHHLIX CUCTNEMAX

dopma KOHTPOJIS/OIIEHOYHOE CPEACTBO: TecTupoBaHUEe

Bomnpocsi/3ananus:

. Yto w3 mepeuyucieHHOro Haubojee TOUHO ompenenser MnoHstue "Yrpoza" B

MH(POPMALIMOHHOM Oe30macHOCTH?
1) Konkpetnasi ciiabocTh WJIM HEJOCTATOK B CHCTEME, MPOLEAYPE WM KOHTPOJIC, KOTOPHI MOXKET
OBITh MCIIOJIH30BAH.
2) IorennuanpHasi MpUYMHA HACTYIUICHUS HEXKEIATEIILHOTO COOBITHUS , KOTOPOE MOXKET HAHECTH
yiiepd cucTeMe WM OpraHu3aIi.
3) Texuuueckas araka, Takas Kak BUPYC MM (DUIITHHT.
4) ®@aKkTUYEeCKH NMPOU3OILE/IIee HapylIeHHe Oe3011acCHOCTH, MOBIEKIIee yIepo.

2. Kakoii BapmaHT Kiaccupukanuu yrpo3 HHGOPMAIMOHHONW OE€30MaCHOCTH SIBISICTCS
HaubOonee (¢yHIAMEHTAJIbHBIM M IIUPOKO HCIONb3YEeMbIM, YYUTBHIBAET HCTOYHHK U TMPUPOAY
MPOUCXOXKIACHUS YTPO3bI?

1) Ilo oOBekTy araku: Yrpo3bl JaHHBIM, YIPO3bl MPOrPaMMHOMY OOECIEUECHHUIO, YIPO3BI
000pyIOBaHUIO, YTPO3bI KAaHATAM CBSI3H.

2) TIlo wucmomb3yeMblM CpeACTBaM  aTakW: MpOorpaMMHbIe, —ammaparHble, (QHU3HUECKue,
COUAJIBHO-TICUXOJIOTHYCCKUC.

3) Ilo NCTOYHMKY MPOMCXOKIEHUS: BHYTPEHHHUE U BHEIIHUE; a TAKXKE I10 NPUPOJIE: ECTECTBEHHBIE U
HUCKYCCTBCHHBIC.

4) Ilo Tumy Hapymaemoro npuHiuna Ub: yrpo3sl KOHQUACHINAIBHOCTH, YTPO3bI IIETOCTHOCTH,



YIpO3bl JOCTYIHOCTH.

3. Kakoli meTton aHamu3a yrpo3 HCIOJb3YeT APEBOBHIHYIO CTPYKTYpy, rae "kopHeM"
ABISICTCS KOHEYHAsl IIe7b 3JIOYMBIIUJICHHUKA (HampuMmep, Kpaka JaHHBIX, OTKa3 CepBHCA), a
"BerBAMHU" W "NMUCTBAMHU" TNPEACTABIAIOTCA BCE BO3MOXKHBIE IyTH (CLIEHApUM, IIAru arakH,
HEOOXOIUMBIC YCIIOBHUS) Uil JOCTHXKEHHMS OJTOM LeNH, TIO3BOJSAS CHUCTEMAaTHUECKH OLEHHUTH
YSI3BUMOCTH M KOHTPMEPHI?

1) Ananu3 nepesa arak (Attack Tree Analysis)
2) Ouenka kputnanocTH ysa3Bumocteit (CVSS - Common Vulnerability Scoring System)
3) KauectBennsiii ananu3 puckoB (Qualitative Risk Assessment)
4) Llenouka ku6epyrpo3 (Cyber Kill Chain)
4. YTo U3 MEepEUUCIICHHOTO SBISETCS KIIOUEBOM LENIbIO XEIIMPOBAHUS?

1) OGecneuenne KOHPUACHITUATHFHOCTH JTaHHBIX MYyTEM UX UG POBAHHUS.

2) T'apanTupoBaHHE IEJIOCTHOCTH JaHHBIX MYTEM CO3JaHHS YHUKaJIbHOTrOo "oTmeuarka' (Xermia),
YYBCTBUTEIHHOTO K JTIOOBIM U3MEHEHUSIM.

3) ObecnieueHre TOCTYIMHOCTH JAHHBIX ITyTEM HX CKaTHUS.

4) AyteHTrduKaIKs MOIH30BaTENCH C MOMOIIBIO TTapOJIs.

5. Kakoe wu3 mnepeuncieHHbIX BpeaoHocHbix mporpamm [IPEMMYIIECTBEHHO
MpeIHa3HaueHo JUIsl TaiilHOro cOopa MHQpOpMalMHU O JEHCTBUSX MOJB30BaTeNs (HaXKaTHsl KJIABHII,
MOCEIICHHbIE CAUTHI) U €€ Mepeaadyy 3JI0yMbIIUICHHUKY ?

1) Bupyc (Virus)

2) Yepssik (Worm)

3) Keiinorrep (Keylogger)
4) Pexnamuoe I10 (Adware)

Tema 3.3. @opmanvhbie Mooenu 6€30nACHOCMU ABMOMAMUSUPOBAHHBIX CUCTHIEM
dopma KOHTPOJIs1/0LIEHOYHOE CPEeICTBO: TecTupoBaHue
Bomnpocwi/3ananus:

1. Hpuauun "Haummensmux npusmiernil” (Principle of Least Privilege) B ympasnenun
JOCTYIIOM O3HAYaeT, YTo:
1) Bce monp3oBarenu JOMKHBI UMETh OIMHAKOBBIA YPOBEHb JOCTYINA K pecypcam JUlsl YIpPOIIEHUs
yIpaBJICHUSL.
2) [TIlomp3oBarenu JOMKHBI TONYy4aTh JOCTYN TOJNBKO IIOCJIE TPOXOXKIEHUS  CIOXKHOU
MHOTO(AKTOPHOH ayTeHTU(UKAIIUH.
3) Ilonp3oBaTensiM M TpoleccaM JOJDKHBI MPEIOCTABIATBCS TOJNBKO Te IpaBa JOCTYIa
(mpuBHIIETHH), KOTOpBIE a0CONMIOTHO HEOOXOAWMBI JJISi BBIOJHEHUS HMX 3apaHee ONpeIeTeHHBIX
3aau.
4) AIMUHUCTPATOPHI JOJDKHBI UMETh MOJIHBIM JOCTYII KO BCEM CUCTEeMaM 0e3 OrpaHUYCHUH.

2. UYrto w3 mnepeuncieHHOro orHocurcs K Mepam ®HU3MYECKOM  6esomacHocTH
MH(POPMALMOHHBIX AKTUBOB?
1) YcraHoBKa 1 HacTpoOiika MEKCETEBOTO dKpaHa (OpaHaMayspa).
2) PerynsipHoe oOHOBNeHHE aHTHBUpYCHOTO [1O Ha pabouymnx cTaHIuUsX.
3) OO6opymoBaHHe CEpBEPHBIX TIOMEMICHWH CHUCTEMOW KOHTPOJS JIOCTYNa M  CHCTEMOM
BUICOHAOIONCHUSI.
4) Ucnonb3zoBanue nporokona HTTPS nns mudposanus tpaduka Bed-caiira.

3. YTo sABISETCS OCHOBHOM LIENBIO PETYJIIPHOTO CO3/1aHUSl PE3EPBHBIX KONMMH KPUTHUECKHU
BA)KHBIX JIaHHBIX B KOHTEKCTE WH(POPMALIMOHHOMN Oe30macHoCTH?
1) O6ecnieueHne KOHGUACHIIMATEHOCTH TAHHBIX.
2) IlpenoTBparenue arak Tuna "Yenosek nocepenune” (MitM).
3) lonnepxaHue TOCTYIHOCTH JJAaHHBIX U BO3MOXKHOCTH MX BOCCTAHOBJICHUS TIOCIIE MHIU/ICHTOB.
4) I'apanTHpOBaHUE IETOCTHOCTHU JIaHHBIX B PEaIbHOM BPEMEHH.

4. Kakoli THN aTaky MpEAIoyiaraeT BHEIPEHHUE 3JIOYMBIIIJICHHUKOM BPEJOHOCHOTO KOJa B
JIOBEPEHHBIN BEO-CAMT, C LENbI0 BHIMOIHEHHS 3TOTO KoAa B Opay3epe, HU4ero He MO03pEBAIOIIEeTo
I10JIb30BATENS IIPU MTOCEIIEHNUH ITOT0 caita?



1) SQL-unrbekmus (SQL Injection)

2) MexcartoBsiii ckpunTiHT (Cross-Site Scripting)
3) [Tonmena DNS (DNS Spoofing)

4) ®umunr (Phishing)

5. Kakoe moHsTHE OMHCHIBACT MPOIECC BBISBICHUS, OLEHKA W TPUHATHS PEIICHUH O
00paboTKe pHUCKOB [UII MUHUMH3AIMA WX [OTCHIMAILHOTO HETaTHBHOTO BO3JCHCTBUS Ha
WH(POPMAIIMOHHBIC aKTHUBBI OPTaHU3AIIH?

1) Ynpaenenue nanuaeatamu (Incident Management)

2) Ayaut uadopmarmonHoi 6e3onacuoctH (Security Audit)

3) [IpoBenenue nentectoB (Penetration Testing)

4) Ynpasnenue puckamu nHpopMaimonnoit 6esonacHoctu (Information Security Risk Management)

Tema 3.4. OcobennHocmu OUCKPEeYUOHHOU U MAHOAMHOU MOOelU Oe30nacHOCmU
dopma KOHTPOJIs/0LIEHOYHOE CPeICTBO: TecTupoBaHue
Bomnpocsi/3ananus:
I. Yro wu3 mnepeuucnenHoro ssiasercs KIIFOUEBBIM omimumeM acHMMMETPUYHOTO
mmdposanus (Hanpumep, RSA) ot cummerpuyHoro mudposanus (Hanpumep, AES)?
1) AcummerpuuHoe mudpoBaHue Beerna ObIcTpee CHMMETPUYHOTO.
2) AcummerpuuHOe HIM(POBAHUE HCHOIB3YETCS TONBKO Ui IU(POBAHHS OONBIIMX OOBEMOB
JTAHHBIX.
3) AcummerpuuHOe MU(POBAHKUE UCIIONB3YET Napy KIouel (OTKPBITHIM U 3aKPBITHIN), B TO BpeMs
KaK CUMMETPHYHOE UCIOJIb3YeT OJMH OOIIHNIA CEKPETHBINA KITIOY.
4) CummerpudHOe mudpoBaHUe He obecreunBaeT KOHPHICHIIUATHHOCTb.
2. JIns 9ero B mepByIO ouepeab UCTIOIb3yeTCs IudpoBoii ceprudukar?
1) dnst mmmdpoBanus KOH(GUACHIUAIBHBIX TaHHBIX IPU NIEpeaade Mo CETH.
2) Ins coxatus TaHHBIX Mepe nepeaadei.
3) Jns mpuBS3KH OTKPBITOTO KIIFOYAa K MICHTU()UKATOPY M MOATBEPKACHUS MOMIUHHOCTH 3TOTO
COOTBETCTBUS JOBEPEHHOMN TPETHEN CTOPOHOM.
4) JIns 3aMeHbI AapOJIbHOW ayTEeHTU(UKAIIUH.

3. Yro wu3 mepeuncnenHoro smiasercs ITPEMMYIIIECTBEHHOM muenbio cucTeMbl
obHapyxeHus Bropxenuit (Intrusion Detection System)?

1) ABTOMaTH4eCKUii MOHMTOPUHI CETH WJIM CHUCTEM Ha MpPEAMET NPHU3HAKOB 3JI0HAMEPEHHOM
aKTUBHOCTH WJIM HapyIICHUH MOJUTHUK O€30MaCHOCTH U TeHEPaIUsl OMOBEUICHUH.

2) ABromaruyeckas OJOKMPOBKa BBISBICHHBIX aTrak B PEajJbHOM BpPEMEHH 0Oe3 BMeIaTeIbCTBa
YeJI0BEKA.

3) 3ameHa MexxceTeBOro 3kpaHa (OpanaMayspa) s GUIbTpauu Tpaduka.

4) llludpoBanme Bcero ceTeBOro Tpaduka.

4. Kakoil TMII MOJUTHKK O€30IaCHOCTH OIMUCHIBACT MPaBWJIAa JOMYyCTUMOIO HCHOIb30BAHUS
KOPIOPATUBHBIX MH(OPMAILIMOHHBIX PECYpPCOB (MHTEPHETA, IMOYThI, KOMIIBIOTEPOB) COTPYIHUKAMHU
OpraHu3aiuu?

1) [onmuTuka xnaccudukarnmu nanHbix (Data Classification Policy)

2) Ionutuka ynpasienus goctynoM (Access Control Policy)

3) onuTHka nomyctumoro ucnonbs3oBanus (Acceptable Use Policy)

4) INonuTuka pe3epBHOTO KonmupoBaHus U BocctanoBienus (Backup and Recovery Policy)

5. Uro u3 mnepeuucieHHoro HAWBOJIEE ToyHO onuchiBaeT KOHLENIMIO "3amuThl B
mryouny" (Defense in Depth)?
1) YcTranoBka camoro Jopororo ¥ COBpeMEHHOTO aHTUBUPYCaA HA BCE KOMIIBIOTEPHI.
2) ®oKycHUpOBKa BCeX yCUIUI 0€30MacHOCTH Ha 3aIUTE MEPUMETPA CETH.
3) Peanu3zanusi MHOXKECTBEHHBIX, Pa3HOPOJIHBIX U MEPEKPHIBAIOIIUXCS CIOEB 3AIUTHI JJI CO3TAHUS
KOMITJIEKCHOW O€30MacHOCTH, TJEe MPOPHIB OMHOTO CJOS HE BENET K TMOJTHONW KOMIIPOMHTAIIHH
CHCTEMBI.
4) TlonHOE OTKIIFOYEHUE BCEX CUCTEM OT MHTEPHETA.



Tema 3.5. Memoovwl u kpumepuu oyenKu 3auuyeHHOCMU KOMNbIOMEPHLIX CUCTIEM
dopma KOHTPOJIs/0LIEHOYHOE CPeICcTBO: TecTupoBaHue
Bomnpocsi/3ananus:

1. Kakas araka HampaBJeHa Ha 3aXBaT CeaHCa ayTCHTU(UIIMPOBAHHOTO MOJB30BATEIS MyTEM
noxuieHus (Qaiina cookie ceccuM MM TOKEHA, YTO MO3BOJISAET 3JIOYMBIIUIEHHUKY JI€HCTBOBAaTH OT
MMEHH KePTBHI 0€3 3HAHU €€ JIOTHHA U apos?

1) SQL-unbekmus (SQL Injection)
2) Kpocc-caitroBas nomnenka 3amnpoca (Cross-Site Request Forgery - CSRF)

3) 3axgar ceccuu (Session Hijacking)
4) ®umunr (Phishing)

2. Kaxko#t xkpuntorpadpudecknii mnpumutuB rTapantupyer [IEJIOCTHOCTDL nanHBIX,
TeHEpUPYs YHUKAJIBbHYIO "TIU(POBYIO MOAMKUCH" (PUKCUPOBAHHON JUTMHBI U3 MPOU3BOIHHOTO 00BEMa
JAHHBIX, IPH 3TOM IpoLecc HeoOpaTum?

1) Cummerpuunoe mmdposanue (AES)
2) Xem-ynkuus (SHA-256, MDS5)

3) Acummerpuunoe mudponanue (RSA)
4) Hudposas nmoanuck (L)

3. Kakoii meron ayTeHTH(HKALMK CUUTAEeTCs HauOojee HAACKHBIM IS 3aAIIUTHl OT
KOMITPOMETAIIMHU YUETHBIX 3alUCEN N3-3a YKPaJECHHBIX aposei?

1) Ucnonb3oBanue ciaoxHbIX naposei (12+ cuMBoJIOB)
2) Perynapnas cmena naposeit (kaxasie 90 nHeit)
3) MHuoro¢akropHas ayrentuukarms (MFA)
4) Wcnionp30BaHUEe €IMHOTO MAPOJISt UI BCEX CIIYKEOHBIX CHCTEM

4. Yro sBnsieTcs MIaBHOM Lienbo 3Tana "OneHka puckoB" B MpOLECCE YIPABIECHUS pUCKAMU
MH(POPMALIMOHHOM 6e30macHOCTH?

1) Yerpanenue Bcex 0OHapy>KEHHBIX YS3BUMOCTEH

2) Wnentudwukanus akTHBOB, Yrpo3 U YSI3BUMOCTEH, OIEHKAa BEPOATHOCTH U IOCIJIEACTBUI
peanusaiuu yrpo3 Ajs OoNpeneacHus] YpOBHs pUCKa

3) IlpuoGpereHne CTPaxOBKU OT KUOSPUHIIHICHTOB

4) Ha3zHnaueHne OTBETCTBEHHBIX 3a 0€30MaCHOCTh KaKI0TO aKTHBa

5. Kakoil ceTeBOif CErMEHT CIeUUalbHO MPEIHA3HAYEH JJIsl pa3MelIeHUs OOIIEeI0CTYITHBIX
cepBUCOB (BeO-cepBep, MOYTOBBIN CEpBEP), U3OIUPYS UX OT BHYTPEHHEH CeTH U BhICTyMas OydepHoii
30HON?

1) JlokanpHas cets (LAN)

2) becnipoBognas cetb (WLAN)

3) Bupryanbnas gactHas cetb (VPN)
4) lemunurapuzoBanHas 30Ha (DMZ)

Tema 3.7. 3awuma ungpopmayuu, odbpabamvieaemon 6 a8mMoMaAmMu3UPOSBAHHBLIX CUCMEMAX OMm
MeXHU4ecKUx pazeedox
dopma KOHTPOJIs1/0LIEHOYHOE CPeICTBO: TecTupoBaHue
Bomnpocsi/3ananus:
1. Kakoil tun araka, Bxomsaumuii B OWASP Top 10, mo3BosisseT BHEAPATh W BHIIOJIHUTH
IIPOU3BOJIbHBIN KOZ Ha CEPBEPE WIIM MOJYyUNUTh HECAHKLIMOHUPOBAHHBIN JOCTYI K JaHHBIM?
1) MexcaiiToBsiit ckpunTHHT (XSS)
2) Buenpenue (Injection)
3) HeGe3onacHas necepuanusanus
4) Tlognenka mexxcaiToBbix 3anpocoB (CSRF)
2. Kakoe mpaBuiIO pe3epBHOIO KONUPOBAHUS CUMTAETCS MMUHHMMAJIBHO JOCTATOYHBIM MJIS
3alIUThl OT MOTEPU JAHHBIX B pe3ynbTare cOosi 000pynOBaHUS, MPOTPAMMHOM OMIMOKM WIIM aTaku
mmdposanbiuka (ransomware)?



1) ExxenHeBHOE KOTMPOBAaHWE HA BHEUTHUHN JUCK
2) KonmupoBanue Ha JIeHTY (tape) pa3 B HEJCIIO
3) [IpaBusio 3-2-1: 3 Konuu JaHHBIX, 2 Pa3HBIX HOCUTEIS, | KOMHsI Ha y/IaJIEHHOM HOCHTEIIS
4) UcnonwszoBanue RAID-maccuBa
3. Kakoit Tun mmdpoBanus ucnonb3yer OJMH wmrou, kak mansa mudpoBaHus, TaKk U IS
pactudpoBaHus HHGOPMALTIH?
1) Cummerpuunoe mudposanue (AES, DES, 3DES)
2) Acummetpuunoe mudposanue (RSA, ECC)
3) XemmpoBanue (SHA-256)
4) ludposas moanuce (DSA)
4. Kakas wmepa ¢usnueckoit Oezomacnoctn HAMBOJIEE »>¢dexktuBHO mpemoTBpamiact
HECAHKIMOHUPOBAHHBIN OCTYII B CEPBEPHOE MOMEILICHUE?
1) Tabnmuuka "IlocTopoHHNM BXOH BOcTpenieH"
2) 3aMOK ¢ KJIFOYOM Ha JIBEpH
3) Cucrema xontpois npocryna (CKVY]l) ¢ wucnonb30BaHMEM HWISHTU(DHUKAIMOHHBIX KapT |
MOCTOSTHHBIM MOHUTOPHUHIOM.
4) YcraHOoBKa KaMepbl HAOIOEHUS HAJl ABEPHIO
5. Uro sBistercst [IEPBOM kimoueBoit Bhasoil yrpaBieHuHs: HHIHACHTaAMH HHMOPMAIHOHHOI
6e30macHOCTH?
1) YcTpanenue (cnepKuBaHUE W JTUKBHUIAIMS YTPO3BI)
2) BoccranoBieHue (BO3BpaT CUCTEM B pabouee COCTOSTHHE)
3) [MoaroroBka (pa3paboTka MjiaHa, Ha3HAYCHUE POJICH, CO3JTaHUE UHCTPYMEHTOB)
4) TTocTHHIIMICHTHBIN aHaTU3 (M3BJICYCHUE YPOKOB)

7. OueHOYHbIC MATEPHAJIBI IPOMEKYTOYHOM aTTeCTALMHA

1 cemecmp, Jx3amen
Konmponupyemwie H/IK: OIIK-1.1 OIIK-1.2 OIIK-1.3
Bomnpocrei/3ananus:
1. [TonsTre HanmoHaNbHOU Oe3onacHocTH Poccwuiickoit deneparuu.

2. HanmonaneHele nHTEpECH P 1 cTparernueckre HallnOHAIbHbIE IPUOPUTETHI.

3. Ponp uHpopmMannoHHON Oe3omacHOCTH B 00ECHEYEHMM HAIMOHAJIBHOW 0€30MacHOCTH
rocyziapcTBa.

4. OCHOBHBIE COCTaBIISIIOIIME HAIMOHAJIBHBIX HHTEpecoB Poccuiickoit denepauuu B
nH(popMaImoHHOU cdepe.

5. IlonsTre nHpopManmoHHoi 6e3omnacHocTu Poccuiickoii @eneparum.
6. MaTepechkl IMYHOCTH OOIIECTBA M TOCyJapcTBa B MHGOPMAIIMOHHOM cdepe.
7. Buzsl yrpo3 unpopmannoHHoi 6ezonacHoctu Poccuiickoii @eneparu.

8. BHemHue U BHyTpeHHHE UCTOYHUKH YIpo3 WH(POPMALMOHHON Oe3omacHocTH Poccuiickoii
denepanun.

9. Metons! obecrnieueHust HGOpMaMOHHON Oe3onmacHocTH Poccuiickoit deneparum.



10.
I1.
12.
13.
14.
15.
16.
17.
18.

19.
(baxTopoB.

20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.

33.

VicTouHuKY MOHATHIA B 00J1aCTH MHPOPMALIMOHHOM O€30MTaCHOCTH.

OcHOBHBIE TIOHATHS HH(OPMALIMOHHOM 0€301MacHOCTH.
OOiemMeToA0I0THYECKIE TPUHLIUIIBI TEOPUU HH(POPMAIIHOHHOH 0€30MaCHOCTH.
[ToHsITHE ¥ CYITHOCTD 3aIIUIIIAeMON HHPOPMAIIHH.

[TpaBa u 06s13aHHOCTH OONaaresns HHPOPMAIIHH.

Buner 3amumniaemoit uHGOpMaIu.

[lepeuens cBeneHM KOH(UACHIIMAIBHOTO XapaKTepa.

[ToHATHE UHTEIIEKTYaTbHON COOCTBEHHOCTH 1 OCOOCHHOCTH €€ 3aIUTHI.
[TonsaTue yrpo3sl HH(PpOPMAIIMOHHON 0€30IaCHOCTH.

dakTop, BO3ACHCTBYIONINI Ha 3aniIaeMyio nHpopManuio. TUsl AecTabUIN3UPYIOMINX

Knaccudukanus u Buapl yrpo3 nHGOPMAIIMOHHONH O€301aCHOCTH.
[IpoTokonupoBaHue U ayIUT KaKk CEPBUCHI O€30MaCHOCTH.
Kpunrorpadudaeckue cepBuch 6€30mMaCHOCTH.

DKpaHUpOBaHUE KaK CEPBUC 0€30MaCHOCTH.

AHanu3 3alMIIEHHOCTH KaK CepBHUC OE30MacCHOCTH.

VYnpasneHue kak cepBUC 0€30MaCHOCTH.

Haznauenue popmanbpHbix Moseneit 6e3omacHocTH. [TonuTrka 6e30macHOCTH.
JuckpenronHas Mozens 6e3onacHocTi. Moaenb Xappucona-Py330-VYibemana.
MannatHas Mmoziens 6e3onmacHocTi. Monens benna-Jlallamymbr.

®dopmalibHbIe MOJIETH LIETOCTHOCTH.

[TonsiTHE POIEBOTO yNPaBICHUS JOCTYIIOM.

Monenu, cTpaTeruy ¥ CUCTEMbI 00ecTieueHrss THPOPMAITMOHHOW 0€30MMacHOCTH.
Kputepun 6€30macHOCTH KOMIIBIOTEPHBIX cUCTeM «OpaHkeBasi KHUTa.

OO6mwme kpuTepun 0€30MacCHOCTH HH(POPMAITMOHHBIX TEXHOJIOTHH.



34. Kpurepun u knaccol 3amuuiesHocty CBT u AC. PykoBomsume noxkymentsl @CTOK
Poccun.

35. CrannmapTsl 1o ynpasieHuto nHpopmarmonHou 6e3omnacuoctbio ISO/IEC 27000.
36. Knaccudukarus 1 BO3SMO)KHOCTH TEXHUYECKHX Pa3BEIIOK.
37. KoMmbroTepHas pa3BeJika.

38. Texnuueckue KaHalbl YTEUKH MHMOPMALMU MPHU IKCIUTyaTallud aBTOMATU3MPOBAHHBIX
CUCTEM.

39. DnexTpoMarHuTHOE Bo3neicTBHE U 3((HEKTHI €ro BO3ACHCTBHSL.

40. 3a1u1/1Ta ABTOMATU3HUPOBAHHBIX CHUCTEM H CPCACTB BBIYHMCIIMTCILHOM TEXHUKH OT
BHCIIHCTO 3JICKTPOMATrHUTHOT'O BOSI[GP’ICTBHSI.
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